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Whenever a controller uses a processor, there must be a written contract (or other legal act) 
in place. The contract is important so that both parties understand their responsibilities and 
liabilities. The GDPR sets out what needs to be included in the contract.

If a processor uses another organisation (ie a sub-processor) to assist in its processing of personal 
data for a controller, it needs to have a written contract in place with that sub-processor.

Whenever a controller uses a processor to process personal data on their behalf, 
a written contract needs to be in place between the parties.

Similarly, if a processor uses another organisation (ie a sub-processor) to help it 
process personal data for a controller, it needs to have a written contract in place 
with that sub-processor.

Contracts between controllers and processors ensure they both understand their 
obligations, responsibilities and liabilities. Contracts also help them comply with 
the GDPR, and assist controllers in demonstrating to individuals and regulators 
their compliance as required by the accountability principle.

Contracts must set out:
• the subject matter and duration of the processing;
• the nature and purpose of the processing;
• the type of personal data and categories of data subject; and
• the controller’s obligations and rights.

Contracts must also include specific terms or clauses regarding:
• processing only on the controller’s

documented instructions;
• the duty of confidence;
• appropriate security measures;
• using sub-processors;

• data subjects’ rights;
• assisting the controller;
• end-of-contract provisions; and
• audits and inspections.

Controllers must only use processors that can give sufficient guarantees they 
will implement appropriate technical and organisational measures to ensure their 
processing will meet GDPR requirements and protect data subjects’ rights.

Controllers are primarily responsible for overall compliance with the GDPR, and 
for demonstrating that compliance. If this isn’t achieved, they may be liable to 
pay damages in legal proceedings or be subject to fines or other penalties or 
corrective measures.

When is a contract needed and 
why is it important?

What needs to be included in 
the contract?

What responsibilities and 
liabilities do controllers have 
when using a processor?

Data processing agreements
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Consent is one lawful basis for processing, and explicit consent can also 
legitimise use of special category data. Consent may also be relevant where 
the individual has exercised their right to restriction, and explicit consent can 
legitimise automated decision-making and overseas transfers of data.

Genuine consent should put individuals in control, build trust and engagement, 
and enhance your reputation.

Relying on inappropriate or invalid consent could destroy trust and harm your 
reputation – and may leave you open to large fines.

Consent is one lawful basis for processing, but there are alternatives. Consent 
is not inherently better or more important than these alternatives. If consent is 
difficult, you should consider using an alternative.

Consent is appropriate if you can offer people real choice and control over how 
you use their data, and want to build their trust and engagement. But if you 
cannot offer a genuine choice, consent is not appropriate. If you would still 
process the personal data without consent, asking for consent is misleading and 
inherently unfair.

If you make consent a precondition of a service, it is unlikely to be the most 
appropriate lawful basis. Public authorities, employers and other organisations in 
a position of power over individuals should avoid relying on consent unless they 
are confident they can demonstrate it is freely given.

Consent must be freely given; this means giving people genuine ongoing choice 
and control over how you use their data.

Consent should be obvious and require a positive action to opt in. Consent 
requests must be prominent, unbundled from other terms and conditions, 
concise and easy to understand, and user-friendly.

Consent must specifically cover the controller’s name, the purposes of the 
processing and the types of processing activities.

Explicit consent must be expressly confirmed in words, rather than by any other 
positive action.
There is no set time limit for consent. How long it lasts will depend on the 
context. You should review and refresh consent as appropriate.

Why is consent important?

When is consent appropriate?

What is valid consent?

Consent
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Make your consent request prominent, concise, separate from other terms and 
conditions, and easy to understand. Include:
• the name of your organisation;
• the name of any third party controllers who will rely on the consent;
• why you want the data;
• what you will do with it; and
• that individuals can withdraw consent at any time.

You must ask people to actively opt in. Don’t use pre-ticked boxes, opt-out boxes 
or other default settings. Wherever possible, give separate (‘granular’) options to 
consent to different purposes and different types of processing.

Keep records to evidence consent – who consented, when, how, and what they 
were told. Make it easy for people to withdraw consent at any time they choose. 
Consider using preference-management tools.

Keep consents under review and refresh them if anything changes. Build regular 
consent reviews into your business processes.

How should we obtain, record 
and manage consent?

A DPIA is a way for you to systematically and comprehensively analyse your 
processing and help you identify and minimise data protection risks.

DPIAs should consider compliance risks, but also broader risks to the rights 
and freedoms of individuals, including the potential for any significant social or 
economic disadvantage. The focus is on the potential for harm – to individuals or 
to society at large, whether it is physical, material or non-material.

To assess the level of risk, a DPIA must consider both the likelihood and the 
severity of any impact on individuals.

A DPIA does not have to indicate that all risks have been eradicated. But it 
should help you document them and assess whether or not any remaining risks 
are justified.

DPIAs are a legal requirement for processing that is likely to be high risk. But 
an effective DPIA can also bring broader compliance, financial and reputational 
benefits, helping you demonstrate accountability and building trust and 
engagement with individuals.

A DPIA may cover a single processing operation or a group of similar processing 
operations. A group of controllers can do a joint DPIA.

It’s important to embed DPIAs into your organisational processes and ensure the 
outcome can influence your plans. A DPIA is not a one-off exercise. You should 
see it as an ongoing process that is subject to regular review.

What is a DPIA?

Data protection impact assessment
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You must do a DPIA before you begin any type of processing that is “likely to 
result in a high risk”. This means that although you have not yet assessed the 
actual level of risk, you need to screen for factors that point to the potential for a 
widespread or serious impact on individuals.

In particular, the GDPR says you must do a DPIA if you plan to:
• use systematic and extensive profiling with significant effects;
• process special category or criminal offence data on a large scale; or
• systematically monitor publicly accessible places on a large scale.

When considering if your processing is likely to result in high risk, you should 
consider the relevant European guidelines. These define nine criteria of 
processing operations likely to result in high risk. While the guidelines suggest 
that, in most cases, any processing operation involving two or more of these 
criteria requires a DPIA, you may consider in your case that just meeting one 
criterion could require a DPIA.

The ICO also requires you to do a DPIA if you plan to:
• use innovative technology (in combination with any of the criteria from the

European guidelines);
• use profiling or special category data to decide on access to services;
• profile individuals on a large scale;
• process biometric data (in combination with any of the criteria from the

European guidelines);
• process genetic data (in combination with any of the criteria from the

European guidelines);
• match data or combine datasets from different sources;
• collect personal data from a source other than the individual without

providing them with a privacy notice (‘invisible processing’) (in combination
with any of the criteria from the European guidelines);

• track individuals’ location or behaviour (in combination with any of the criteria
from the European guidelines);

• profile children or target marketing or online services at them; or
• process data that might endanger the individual’s physical health or safety in

the event of a security breach.

You should also think carefully about doing a DPIA for any other processing that 
is large scale, involves profiling or monitoring, decides on access to services or 
opportunities, or involves sensitive data or vulnerable individuals.

Even if there is no specific indication of likely high risk, it is good practice to do a 
DPIA for any major new project involving the use of personal data. You can use 
or adapt the checklists to help you carry out this screening exercise.

When do we need a DPIA?
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A personal data breach means a breach of security leading to the accidental or 
unlawful destruction, loss, alteration, unauthorised disclosure of, or access to, 
personal data. This includes breaches that are the result of both accidental and 
deliberate causes. It also means that a breach is more than just about losing 
personal data.

When a personal data breach has occurred, you need to establish the likelihood 
and severity of the resulting risk to people’s rights and freedoms. If it’s likely that 
there will be a risk then you must notify the ICO; if it’s unlikely then you don’t 
have to report it. However, if you decide you don’t need to report the breach, 
you need to be able to justify this decision, so you should document it.

If your organisation uses a data processor, and this processor suffers a breach, 
then under Article 33(2) it must inform you without undue delay as soon as it 
becomes aware.

This requirement allows you to take steps to address the breach and meet your 
breach-reporting obligations under the GDPR.

You must report a notifiable breach to the ICO without undue delay, but not later 
than 72 hours after becoming aware of it. If you take longer than this, you must 
give reasons for the delay.

When reporting a breach, the GDPR says you must provide:
• a description of the nature of the personal data breach including, where

possible:
• the categories and approximate number of individuals concerned; and
• the categories and approximate number of personal data records concerned;
• the name and contact details of the data protection officer (if your

organisation has one) or another contact point where more information can
be obtained;

• a description of the likely consequences of the personal data breach; and
• a description of the measures taken or proposed to be taken, to deal with the

personal data breach, including, where appropriate, the measures taken to
mitigate any possible adverse effects.

What is a personal data breach?

What breaches do we need to 
notify the ICO about?

What role do processors have?

How much time do we have to 
report a breach?

What information must a 
breach notification to the 
supervisory authority contain?

Personal data breach

If you have any other questions regarding GDPR and the importance of working 
with a compliant outsourcing partner you can ask our Expert DPO, Amit Simon.


